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WELCOME
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Breaking new
ground

In defence, status quo cannot be an option. While potential
adversaries, state and non-state alike, are uninhibitedly
harnessing new technologies and unconventional methods to
gain a military edge, Europe cannot stand idly by. Continuous
defence innovation at national and EU-level is therefore a must
if Europe wants to retain the military clout it needs to protect its
citizens and values and play a global role.

It's easier said than done, though, as this requires close cooperation
between the military and the civil/commercial world which
undisputedly shapes and drives today's technological innovation.
Europe’s defence planners and developers must embrace civil
partners with whom they need to build flexible yet trustful
partnerships and whose commercial technologies, products,
applications and services they must harness for defence needs.

In the following pages, we put the spotlight on a (non-exhaustive)
list of technologies our in-house experts think will have the biggest
impact on defence in the future; we also briefly present the work
the European Defence Agency, as the EU hub for collaborative
defence innovation, research and capability development, is already
delivering in those domains.

Yet, the call for innovation extends beyond technologies. It also
points to an urgent need for the defence sector to become more
attuned to new, imaginative concepts and ways of organising things
and solving problems; and more open to taking risks. We give the
floor to innovation experts to develop on those ‘non-tech’ aspects
and ask defence innovators from some of our Member States -
France, the Netherlands and Estonia - about their specific national
approaches and experiences.

This magazine also includes guest articles by Slovenian Defence
Minister Matej Tonin (as the current holder of the rotating EU
Presidency) and EIB Vice-President Kris Peeters, an interview with
departing EU Military Committee Chair, General Claudio Graziano, and
much more.

As always, we hope you will enjoy your read. Should you
have comments or recommendations, please get in touch:
info@eda.europa.eu

Elisabeth Schoeffmann Helmut Brils
EDA Head of Media & Communication Chief Editor
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Ever faster technological change is setting the pace of our
societies’ and everyone’s life. It's no different in the defence
realm: the level of protection a state or a group of countries

_can provide to its citizens is tantamount to its ability to

“embrace and use technological progress. -

‘This has been true since time immembrial What has changed,
‘however, is that defence innovation and disruption no longer
~ primarily stem from m|I|tary labs, but from the usage the

' Armed Forces make of civil applications and services

developed and marketed by private high-tech companies.
Hence the need for Ministries of Defence to team up with
today’s civil movers and shakers of tech innovation to ensure
EU Member States’ Armed Forces can maintain military
superiority over Europe’s potential adversaries.

In the following pages, we assess the most promising and
disruptive tech trends for defence and look at how a sample
of EU Member States - France, the Netherlands and Estonia
— tackle the defence innovation challenge. With the help of a
defence innovation expert from the Armament Industry
European Research Group, we also analyse Europe-wide
trends and hear from industry how innovation impacts
defence capability development and production cycles.

Foresight and incentives are crucial for supporting innovation,
similarly in the defence domain. This year's European Defence
Agency (EDA) Tech Foresight exercise and the Agency'’s
Defence Innovation Prize contest, both presented in this
magazine cover story, are testament to that.

www.eda.europa.eu
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COVER STORY: EMERGING DISRUPTIVE TECHNOLOGIES

How EDA contributes

EDA is laying the groundwork for Europe’s armies to exploit Al in many
operational areas. Based on an EDA action plan, approved in December
2020, three major projects will be launched in the coming months.

The first project will explore the concept and rules for an EU-wide pool
of defence data, guided by the principles of sovereignty over data,
security and trust, data interoperability, and the portability of data and
services.

“The idea is that each Member State and its industry could contribute
data that is anonymised and then made available to all others for
purposes of research and simulation. Here we're mainly talking about
the development and testing of new algorithms”, said Kikiras, adding
that the Agency will soon send a request for information to the
industry, research, and defence ministry stakeholders for feedback on
the four principles. Their views will be collected and reviewed by the
end of 2022, after which the Member States will decide on the way
forward.

The second project will focus on analysing the requirements for
defence-trusted Al. This pertains to matters of human oversight
(known as the human-in-the-loop rule), the technical robustness and
safety of operational Al, traceability and accountability, and the overall
rules of data governance.

The third project aims to map out the requirements for a unified
EU framework to validate and certify military Al-based systems.

L. ARTIFICIAL INTELLIGENCE
[ —

With the possible exception of big data analytics, no other EDT
has more cross-cutting implications for military operations than
Al, which derives from the ability of algorithms to make optimal or
quasi-optimal choices to achieve specific goals.

Combining Al with other technologies and functions will yield new
military capabilities that were previously found only in the realm
of fiction. Using it to crunch big data, for example, will enable fast
decision-making and animate sensors, the testing and application
of new materials, or the rapid-fire coordination of fleets of
autonomous military platforms.

Applying Al to logistics is already generating significant
improvements to operational efficiency and military supply lines,
thus helping reduce costs. Building Al into a soldier’s suite of
sensors, for example, would yield more effective reaction time
in the field while enhancing communication and data flows at all
levels of the chain of command.

Al will inevitably shift into predictive battlefield assessments
while vastly accelerating real-time situational awareness in all
operational domains. That will add up to faster and better-informed
decisions for military and political leaders. Meanwhile, future
progress in machine-learning and quantum computing should
further advance the speed and efficiency of nearly all military
tasks, making Al the most versatile EDT.

Harmonised certification would help confront threats in areas such
as cyber security where fast-tracked solutions could be fielded more
quickly such as enabling networks to self-configure/self-patch when
detecting vulnerabilities.

By its very nature, however, this project presents daunting challenges
since any shift toward pan-EU certification — whatever the sector -
cuts across huge numbers of institutional, regulatory, and industrial
players. Fortunately, there are precedents to emulate.

“We will turn to the European Union Aviation Safety Agency (EASA)
and the European Union Agency for Cybersecurity (ENISA) to see

how they developed their methodology and principles of validating
and certifying Al and then apply them as appropriate to military

Al,” observed Kikiras. “It's not just about the process of validation,

but infrastructure as well - the facilities and how you test against
reference Al models. For example, when testing an intelligence-
gathering swarm of drones, what reference models to use? These are
some of the issues that need resolving.”

One encouraging development is a recently completed two-year
study by EDA and the European Space Agency (ESA) known as “Cyber-
Defence for Space” that analysed the cyber threats to ground and
space infrastructure. Its results were presented in early November,
along with recommendations for creating cyber-operational

centres services for cyber threat intelligence for space, utilising Al
technologies

EUROPEAN DEFENCE MATTERS | 2021 | Issue #22



COVER STORY: EMERGING DISRUPTIVE TECHNOLOGIES

| 2. ROBOTICS and AUTONOMOUS SYSTEMS

Militaries’” increasing reliance on robotics and autonomous
systems (RAS) is destined to change how wars are fought,
in fundamental ways. Autonomous platforms that support
human soldiers are already in the field, transporting heavy
loads, ferrying supplies back and forth, functioning as battery
recharging stations, and providing support for medical
evacuation.

These are only the most obvious examples, though. Robotics
and autonomy also entail man-machine interfaces such
as exo-skeletons that are now augmenting the strength,
endurance and situational awareness of soldiers. Moreover,
the exponential pace of robotics research in simulating human
behaviour could eventually reduce or eliminate altogether the
need to deploy humans on the frontline. This would completely
alter the threshold for military intervention since the political
price of soldier casualties would no longer be a factor.

Elsewhere, there is vast research into the applications
of 'swarming’ technology where fleets of small, relatively
cheap systems are deployed for a diversity of tasks, from
reconnaissance to communications to defensive tactics. A
key advantage of swarming is that adversaries cannot easily
intercept or neutralise the large numbers of devices involved.
Their use will greatly accelerate the speed of war — and the
need for faster defensive/offensive tactics and decision-
making.

How EDA contributes

Given the importance of robotics and autonomous systems, EDA
and its Member States are devoting considerable time and money
to researching and developing the technologies and their future
applications.

The Agency has many projects with an intelligence, surveillance

and reconnaissance (ISR) angle, particularly when it comes to
swarming. A project it completed in 2020, for example, demonstrated
cooperation between air and ground autonomous systems, and
there's now interest among EDA countries to carry this forward.

“In the near future there will also be more studies and projects on
swarming for combat support services such as using drones to
deliver ammunition or medical supplies in the field,” said Kikiras.
“Several of our Member States are interested in this idea as a
potential multi-nation project.”

EDA is developing an action plan to define first the technological needs
and challenges of autonomous systems and then a comprehensive
proposal to develop solutions. “This should be an excellent tool for
identifying ways to increase cooperation with EU and NATO entities to
avoid redundant efforts, while promoting the complementarity of all the
activities that link to autonomous systems,” he said, adding that the
action plan will support common concepts and requirements regarding
standardisation and interoperability of autonomous systems.

The action plan’s output will also increase the coherence of
RAS-related activities of EDA's capability technology work groups by
boosting synergies between them, allowing for a better allocation of
resources. “The Impact of the OSRA will be quite evident here. When
Technology Readiness Levels (TRL) are low —1 or 2 — it helps the
CapTechs avoid duplication in their initial work,” he said.

Www.eda.europa.eu
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How EDA contributes

EDA's on-going hypersonic research flows from an October 2020
foresight workshop on hypervelocity systems that brought
together experts from 12 Member States, plus partner countries
Norway and Switzerland. The group confirmed that countering
hypersonic threats raises serious technical issues. For example,
detection is partly hampered by the Earth’s curvature, which
points to highly compressed timelines for detecting, tracking,
and countering targets. This requires developing innovative
radars and other sensors, new algorithms capable of estimating
a target’s position, and new types of interceptors.

The workshop determined that space-based tracking systems
that use geo-stationary or low-Earth orbit systems are probably
the most suitable option for detecting hypersonic threats.

That means research must focus on the following areas: new
materials and thermal effects management, advanced flow
physics, thermodynamics, aero-thermodynamics and extreme
ruggedisation, advanced computational fluid dynamics, guidance
and control systems for hypervelocity vehicles, and propulsion
technologies.

The experts also noted that Europe needs new specialised
facilities to test hypersonic technologies. While the USA and
China each have three wind tunnel sites for Mach 6 velocity

3. SPACE and HYPERSONIC

WEAPONS SYSTEMS

By many accounts, there is a silent new Cold War taking place
in space and the upper reaches of Earth’'s atmosphere as China,
Russia, and the United States race against each other to enhance
the usage of space for military tasks, while developing hypersonic
weapon systems (HWS). Defined as surpassing the speed of Mach
5 (five times the speed of sound) or 6125 kph, hypersonic delivery
systems have direct implications for Europe’s security and defence.
Along with Al, quantum computing, autonomous systems, the
technology will be a game-changer for future warfare.

“HWS is an area of capability you must achieve if you want strategic
autonomy,” said Kikiras. The technology will vastly increase
the speed and effectiveness of air-launched strike missiles, for
example, and the manoeuverability of re-entry glide vehicles. By
most estimates, recent advances in new materials and propulsion
systems have shortened the expected deployment of HWS to
the foreseeable future, i.e. within the next 10 years, making HWS
emergent and disruptive in the fullest sense of the concept.

As for space, new platforms and ground-space links are needed for
situational awareness, defensive planning and C2. EDA is working
closely with its Member States and partner organisations to
coordinate capability development in both areas.

testing, Europe has none. Thus a priority goal should be joint
European test facilities among EDA countries. Based on the
group’s recommendations, EDA is now preparing a study to
investigate Europe’s technological gaps, and will draw up
technology roadmaps in 2022, with follow-up research projects
focused on missiles and munitions, electro-optical sensors,
radar technologies, new materials, and guidance, navigation and
control.

As for efforts to protect Europe’s space sector, one of EDA's
recently concluded research projects points to the defensive
potential of clustered imaging radar satellites.

Known as MIRACLE Il (Micro-Satellite Clusters Il), the 41-month
project involved only two countries (Italy and Norway) and a
modest budget of EUR 2.9 million, but it developed new concepts
and technologies for clusters of imaging radar satellites. This
showed that micro-sized platforms offer a new approach for
deploying imaging sensors at reduced cost. Previously this had
only been achieved with electro-optical sensors.

MIRACLE II's architectural concepts for the satellites
demonstrated how to maximise operational performance for
spatial/temporal coverage and resolution, low vulnerability, and
timeliness - all with direct application for Europe’s militaries.

EUROPEAN DEFENCE MATTERS | 2021 | Issue #22



COVER STORY: EMERGING DISRUPTIVE TECHNOLOGIES

i NEW ADVANCED MATERIALS

New materials and manufacturing processes carry wide
disruptive and emergent technological implications for Europe’s
militaries. Agile manufacturing techniques such as 3D printing are
transforming military acquisition procedures, supply management
and logistics planning, for instance, while new bio-responsive
textiles and equipment for soldiers are already in the field or being
tested.

How EDA contributes

In 2018 EDA launched its own-funded project known as “STILE”
(Smart TextILEs in Defence), awarding companies from Portugal
and Spain to carry out the development of STILE's proof of concept
and testing.

Based on advanced materials and sensor technologies, the
consortium came up with a textile system that incorporates
multiple user features and functions into the design. These
include environmental, threat and physiological monitoring, flame
retardancy and temperature regulation, wireless data exchange,
and other functionalities. Rigorous testing in 2020 and earlier this
year proved the system'’s robustness. Moreover, STILE's ‘dual use
by design’ approach offers cross-cutting opportunities to private
companies, while preserving its availability for the defence sector.

EDA is now preparing an even more ambitious goal: a long-term
programme entailing nine new-materials projects whose output
will have air, land, maritime and cross-cutting applications. Known
as ICARO (‘Innovative materials for CApability-driven Research

Combining new materials research with other EDTs such as artificial
intelligence, synthetic biology or nano-physics holds immense
promise for pushing the boundaries of molecular structure and their
properties in ways we can only imagine today. The end-results will
be cheaper, stronger, lighter, more durable and higher-capability
materials, including new forms and levels of energy generation and
conservation for military application.

for Outstanding European defence’), the programme will have an
eight-year lifespan, a budget of €60 million, and is set to launch
in 2022.

ICARO's conception and methodology are directly linked to EDA's
Overarching Strategic Research Agenda, and will draw in more
than half of the Agency’s CapTech expert groups. The latter will
be involved in ICARO's research into low observation capabilities,
lightweight structures, sensing technology, energy harvesting
and management, and self-adapting and sell-assembly materials.

“This is a very exciting field of research,” said Kikiras. “We're
talking about materials whose properties would enable them to
switch quickly from one function, such as camouflage mode, to
another such as energy harvesting. Each Member State will be
able to choose which of the nine project is most suitable for its
needs, meaning the research can take place either nationally or in
collaboration with other Member States, with all deriving benefits
from the effort in one way or another.”

10
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5. BIG DATA ANALYTICS

Though a field in itself, the exploitation of big data is heavily tied to Al
and especially machine-learning, both of which require increasingly
large streams of data to make the most accurate decisions. Data
analytics, of course, has been around as long as computers have,
but what has changed is how pervasively it is now collected and
analysed, which is where Al enters the picture.

Big data’s sheer metrics present special problems for militaries,
which need to collect, process, analyse, distribute and act upon
operational data across the entirety of their organisational
structures, with little or no margin for error. For most modern armies,
that inevitably points to the so-called cloud - the nexus of servers

6. QUANTUM TECHNOLOGIES

Quantum physics offers virtually unlimited and instantaneous
computing power — once it is mastered. Despite large investments in
quantum computers, particularly by the private sector, it is still early
days before it can be fully exploited. However, its potential applications
are many for the military: supercomputing, encrypted key distribution,
crypto-analysis and decoding or used for surveillance and detection.

How EDA contributes

EDA's Member States have universally acknowledged quantum
technology as an emerging and disruptive defence technology. The
Agency held its first workshop on quantum sensing for optronics in
March 2019, followed by a technology foresight workshop on quantum
technologies for defence in May of that year. Since then, EDA has
organised a number of follow-on initiatives and projects to foster R&T
activities focused on quantum technologies.

On-going projects include EDA's three-year study known as QUANDO
(“Quantum technology for Defence with application to Optronics”), which
runs until 2023. It also launched the project, “Quantum Laser-based Multi-

that could be hosted outside the traditionally closed C4 networks.
Since most militaries do not have the full internal computing power or
manpower to handle the amounts of operational data they generate
and need, it means that computing paradigms like cloud computing
could be utilised to effectively mitigate this problem. And that raises
fundamental issues of trust, security (including availability, integrity)
and accessibility.

How EDA contributes

Recognising early on the challenges raised by migrating military
IT services to cloud computing infrastructure and services, EDA
launched a four-year study project in 2019 known as CLAUDIA
(“Cloud Intelligence for Decision Making Support and Analysis”).

Wide-ranging in scope, CLAUDIA's various work packages focus on
crucial ways the cloud can be used for military operations such
as simulation and C2, ‘tactical cloud’ infrastructures to enable
intelligence, surveillance and reconnaissance tasks, scenario
generation, or big data analytics to support decision-making.

Via one of its pilot projects, CLAUDIA has already demonstrated the
cloud’s potential for countering hybrid warfare by analysing cues

in open-source data. Its current work strands, launched in January
2021, are focused on tactical cloud infrastructure and distributed
simulation. Lying ahead will be work to: test so-called fog computing
(i.e., analytics via devices at the tactical edge of operations),
potentially link national military simulators into a federated system,
and explore the concept of modelling and simulation as a service.

Ultimately, based on CLAUDIA's overall outcome, a future operational
tool to support the intelligent management of open and classified
data sources to enhance decision-making could be developed for
the Member States and EU Council.

Quantum-based sensors are so sensitive to the tiniest disturbances at
the magnetic levels, for example, that they will be used to locate and
detect deployable objects underwater, meaning the days of stealthy
movements by submarines and other vessels will be over. Satellite-
based quantum sensors will do the same over the Earth's surface.

parametric Portable Sensor”, which covers the same period (2020-2023).
Finally, with funding from the European Commission, it launched in 2021
the four-year project called “QuantaQuest” to identify key quantum-based
technologies for secure communications and navigation in defence.

As Kikiras notes, “If you see how much money DARPA (the US Defence
Department advanced research agency) has put into quantum
computing without getting the commensurate results for all the effort,
we've decided to shy away from that, because it still seems far away
and it is currently led by the private sector. Instead, we are focusing
on quantum sensing because it stands to deliver tangible operational
results much faster.”

EUROPEAN DEFENCE MATTERS | 2021 | Issue #22
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COVER STORY: INNOVATION IN DEFENCE

“EU should become a
full stakeholder In
defence innovation”

The need to embrace defence innovation is a complex and multifaceted challenge for all
Ministries of Defence (MoD) and armed forces. Yet, national approaches vary across Europe
making it difficult to identify a common pattern. To get a better European overview, we sat down
with Jean-Pierre Maulny, the Deputy Director of the French Institute for International and
Strategic Affairs (IRIS) who is the scientific coordinator of the Armament Industry European
Research Group (ARES) which has published a series of studies into the subject™.

All major disruptive defence applications
stem from the private sector which means
that open cooperation with civil tech
companies is indispensable for military
innovation in the future. Are Europe’s
national MoD ready for that?

What EU Member States’ MoD and armed
forces are seeking, above all else, is
technological superiority that will give them
an edge over the enemy. If this superiority
can be gained through innovation produced
by companies in the civil sector, there is
nothing against using these companies.
Besides, today we're seeing a number of
Member States trying to open up defence
markets to civil companies - SMEs and
start-ups in particular — to gain access to
these innovations. A growing number of labs
are being set up within the armed forces to
encourage these companies to come and
pitch their innovations. The only specific
requirement placed on companies from the
civil sector is the military-grade ruggedness
stipulated by the armed forces. This is true
in defence electronics in particular: in the
armed forces’ digitalisation programmes,
products have to be protected against
cyberattacks and jamming. Quite often we
can't simply transpose an innovation from
the civil field: it has to be adapted to meet
military requirements.

Where do you see the main stumbling
blocks for Member States’ militaries

to embrace that new kind of ‘open
innovation'?

First, there must be the assurance that the
innovations are operational. That means
that products from the civil sector must
be made absolutely secure, as mentioned
earlier. This is a precondition stipulated by
the military if they want to use innovations
from the civil sector. They also have to be
tested under operational conditions. One
of the main challenges stems from the fact
that defence ministries have to adapt their
structures so that the military can test these
innovations from the civil sector. This can
only be done if there's close coordination
with the procurement agencies or the
structures involved in conducting arms
programmes, such as the DGA in France.
Besides, the defence innovation agencies
we've seen spring up in recent years, first
in the US then in the UK and in France too,
include the various innovation stakeholders
in these new structures. That includes the
structures that conduct and purchase arms
programmes, the end-users — namely the
military — but also, when possible, people
from academia or the business sector. So
the military need to test these innovations
a lot further upstream, using labs that are

part of these defence innovation agencies,
or labs that report directly to a particular
army. If the outcomes are to live up to the
expectations, we need to be able to network
more in structures that include the various
stakeholders — which is a challenge in itself.

Open innovation is also likely to reshape
the innovation governance in the
development and production of military
capabilities, both nationally and at
European level. What can be expected in
this respect?

Open innovation implies major adjustments
to the structure of innovation governance
and this is a real challenge.

First of all, we need to be able to attract
the companies that develop innovations,
which were often designed primarily, if not
exclusively, for the civil market. That is no
simple matter. The defence market is not
like any other market. For security reasons,
information is classified. There are generally
steep barriers to entry and European
defence markets are still nowhere near open
enough. For a company operating in the
civil sector, adapting the product to supply
a military client entails additional costs,
the quantities of products sold are always
small and the prospects of picking up other

12
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military contracts are quite limited. Lastly,
reputational damage is becoming a major
issue today. Companies are contending
with a growing body of corporate social
responsibility obligations and banks are
reluctant to finance products for military use.

Today it is the defence ministries who are
seeking to attract SMEs and start-ups
with potentially useful technologies for the
military, not the companies who are seeking
to enter the military market. The French and
British MoD have decided to increase the
share of direct purchases from SMEs and
start-ups with a view to capturing these
new technologies developed by the civil
world. However, prime contractors are also
seeking out these companies because they
are developing technologies and products
that, as a main system manufacturer,
they will be able to incorporate. This last
solution, which entails inclusion in the prime
contractors’ supply chain, is probably the
most promising one.

And at EU level?

The European Defence Fund (EDF) may
be a useful tool for establishing this new
defence innovation ecosystem, given that
prime contractors from a limited number
of EU Member States will have to partner
with innovative SMEs and start-ups from
other EU Member States in order to submit
competitive bids in EDF's tender calls. So the
EDF may be a good opportunity to encourage
efforts to eliminate the distinction between
the civil and military communities.

Top-notch defence technologies are crucial
but probably not sufficient on their own.
What additional innovative approaches

and processes are required to ensure
successful military innovation in Europe?
The first thing to bear in mind is that, for
a long time yet, the burden of financing
defence innovation will fall primarily to the
Member States, since there is not really a
European defence market, even if we are
seeing a partial removal of the barriers

©Rheinmetall

between EU national defence markets. As
a result, companies are understandably
reluctant to finance defence innovation.
Today, defence research and technology
funding represents €12.7 billion a year in the
US, as against just over €1.6 billion within the
EU. The US is therefore spending nearly eight
times more than Europeans on its defence
research, and few countries attain the target
set by PESCO, namely to devote 2% of their
defence budget to research and technology.
So the EU Members States must, as a matter
of priority, raise their defence R&T budget.

The second is to align the management of
arms programmes on the pace of innovation
in the civil sector. Forty years may pass
between the time an armament programme
is launched and the time the armaments are
decommissioned. The pace of innovation
in the civil domain is often far swifter:
sometimes under two years, particularly
in the area of digitalisation. This is why the
management of arms programmes needs -

EUROPEAN DEFENCE MATTERS | 2021 | Issue #22
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COVER STORY: INNOVATION IN DEFENCE

to be adjusted so that these innovations
can be taken on board in real time. Weapons
systems must have open architectures and
programme managers mustn't hesitate to
freeze an item’s specifications in order to
speed up the go-live, while at the same time
making provisions for equipment upgrades
over time. This means that subsequent
versions of the Rafale and the Eurofighter
will reap the benefits of work on the FCAS
and the Tempest programme.

Lastly, we must eliminate any partitioning of
innovation that comes from the civil world
and innovation from defence. The Action
Plan on synergies between civil, defence and
space industries released by the European
Commission in February 2021 is a step in
that direction, though it remains to put the
EU communication guidelines into practice.
Doing so will necessitate synergy and
coordination between European research
programmes in the civil, space and defence
domain. This is not as easy as it may seem,
given that the programme governance
systems are not the same, nor are the rules
for protecting technology and intellectual
property rights. This synergy is nevertheless

akey to success, because it will enable us to
more effectively rationalise the use of public
funding. The European Defence Agency (EDA)
has arole to play here.

Is enhanced defence cooperation, i.e. the
systematic use by Member States of
existing EU tools such as the CARD, PESCO
and the European Defence Fund, not the
most efficient innovation model of all for
Europe?

The CARD, PESCO and the European Defence
Fund have driven us to cooperate more
closely at European level. This is essential
because we have scarce defence funding
and we need greater interoperability in
our equipment, less fragmentation of the
defence industry, fewer silo effects between
civil space and defence industries, and
ultimately a more competitive EU Defence
Technological and Industrial Base (EDTIB).

However, cooperating more does not
necessarily mean cooperating more
effectively. There is a risk in the current
path of reform of national defence
innovation models: that of creating models
that are incompatible with each other.

d'saab AB

Between those who will have reformed
their innovation model by eliminating the
separation from the civil world and opening
it to SMEs and start-ups, and those who
will continue to maintain the barriers in
place between defence innovation systems
and civil innovation systems and, in so
doing, potentially stunt the technological
capacities of future arms systems.

So we need to talk about the reform of the
defence innovation model at the European
level, otherwise we will have difficulty
cooperating within a European framework.
The defence ministries need to talk to each
other about the issue and the EU can arrange
this dialogue. Maybe the EU should become
a fully-fledged stakeholder in defence
innovation rather than simply putting up the
funds, as the European Commission will do
with the European Defence Fund. Maybe it
should become a true client and structure
the shape this innovation will take. If we
decide to go ahead with this change, the EDA
will have a role to play.

What about national defence industries?
How will they be affected by the new
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innovation models emerging throughout
Europe?

Defence companies apply three strategies to
take into account this blurring of the barrier
between civil and defence innovation.

The first strategy consists of broadening the
scope of their action to include the field of
technologies that come from the civil world,
particularly with regard to digitalisation or
artificial intelligence. We can already see
this strategy playing out, particularly in
companies in the defence electronics industry.
Generally speaking, there are only a handful
of companies left today that operate solely in
the defence field. Companies are seeking to
embed their strategy in sectors where there
are synergies between products for the civil
market and those for the defence market. By
doing so, they can rationalise their investments
and not depend on one market only.

There are drawbacks to the former strategy:
companies can't become a player in
digitalisation or artificial intelligence from one
day to the next. Sometimes they need to be
able to forge partnerships with companies
that have a real grip on these technologies.
However that involves a risk: that of
becoming dependent on these partners
and endangering the security of supply. The
so-called GAFAM (Google, Amazon, Facebook,
Apple, Microsoft) are not European and if
we work with these companies, we create a
critical dependency for years to come.

The third strategy is to include in the
innovation and supply chain SMEs and
start-ups that do business in innovative
technologies. In that case, we need to open
up the supply chains to this type of company.
In this respect, the launch of the EDF couldn't
come at a better time. The rules by which
this fund operates allow for partitioning to
be removed at several levels: between civil
and military innovation, but also between
the EDTIBs, since the prime contractors will
feel free to choose SMEs and start-ups from
other European Member States. We may
then be able to start consolidating defence
industries from the bottom up by creating
synergies between European supply chains.

With national defence budgets under
serious constraints, new innovative

financing models might be needed to ensure
sufficient investment in defence research
and capability development. What do you
expect there?

One of the problems the defence industry
will have to contend with in the future is
that of investments and financing for this
industry sector. We are seeing private
equity funds and even banks gradually
pulling out of this industry due to ethical
considerations, and a return to public
financing or even public shareholding in
order to buoy up a defence eco-system
that is essential to the development of the
weapons of the future. Public financing, be
it national or European, is essential therefore
to support this eco-system of innovative
SMEs with a dual business focus. Setting
up accelerators by networking innovation
stakeholders from different backgrounds,
university laboratories, companies and
public funding bodies on a given programme
may enable these SMEs and start-ups to
grow and become part of a network of
innovation for the defence community. But
to achieve real development, the sector will
also need to work on improving citizens’
everyday life and well-being, work for other
sectors such as healthcare, and assume
a fully-fledged role in a strategy of energy
transition and decarbonisation. It must be
able to attract investors, not deter them. This
should encourage them to keep a low profile
when communicating about the ‘defence’
component of these companies’ business,
while at the same time pursuing the public
policy objective to draw them into the
defence sector.

Can Europeans learn anything from the
successful US defence innovation
Strategy?

It is true that the Americans were the first to
see the benefits to be gained by leveraging
innovations from the civil business sector,
especially as they have an established
ecosystem in the digital and artificial
intelligence industry that is extremely
well-developed and undoubtedly the best
in the world. This move to break down the
partitions between the civil and defence
sectors dates from 2014 and what was
known at the time as the third offset strategy.
This policy was also a way of responding to
China’s particularly intensive work on artificial

intelligence. As a result, many European
Member States are adjusting their model of
defence innovation, based on what they were
able to analyse of the reform carried out in
the US. However, there is no call for vacuous,
naive admiration of the American model.
The US’ third offset strategy was also one
of the responses to a defence procurement
model that the US armed forces themselves
considered particularly inefficient. There is no
need to feel inferior to the Americans: we just
need to trust in European engineers.

Jean-Pierre Maulny is Deputy
Director of the French Institute for
International and Strategic Affairs
(IRIS) and Head of the Armament
Industry European Group (ARES
Group), a network of European
researchers specialised in the
defence industry.
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ARES was created in 2016 by IRIS
who coordinates the Group. Its aim is
to provide a forum to the European
armament community, bringing
together top defence industrial
policy specialists, to encourage
fresh strategic thinking in the field,
develop innovative policy proposals
and conduct studies for public and
private actors.

* ARES recently published a series of
case studies related to ‘Defence
Innovation: New Models and
Procurement Implications’ in a
number of different European
countries. More info: https://www.
iris-france.org/ares/
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(AID) on 1 September 2018 as the'Spe
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In liaison with the French Armament General Directorat
(DGA), the AID brings together all the national defence
innovation key players to enhance the Defence
Ministry’s reactivity to foster, detect and capture
technological advances and disruptions, in particular
from the civilian domain.

French E-FLYCO project — New type of attack boat using retractable hydrofoils to go faster and better absorb waves
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The AID acts as an independent,
autonomous body with its own vision.
Its mission is to capture innovation and
accelerate its deployment for the benefit
of the Ministry as a whole, military and
civilian end-users, whatever their field:
operations management, equipment,
support, operations, administration.

Designed to be dynamic and responsive, the
Agency benefits fromalightagile organisation
(around 100 people) that pilots all innovation
structures working inside or within the
French MAF (defence cluster, tech labs, etc.)
in order to capture opportunity innovations.
It provides a single point of contact for any
innovation project owner as well as new
tools such as the Innovation Defence Lab,
designed to accelerate the experimentation,
prototyping and deployment of innovation.

Innovation clusters specialised in dedicated
defence domains have been created in
different regions of France relying on the
local industry capabilities. New networks
of innovators are promoted, both internally
in the MAF and externally with the creation
of a defence innovation ‘club’ tasked with
ensuring that the defence dimension is
included in the global innovation ecosystem.
A purchasing unit dedicated to innovation
acquisition has also been set up within the
AID to explore new procurement approaches
by making extensive use of the provisions
of the French public procurement code and
relying on simplified market models.

Finally, the AID is attempting to renew
France's defence prospective vision by
assembling agroup of science fiction authors
and futurologists to develop their vision on
the possible futures. In concrete terms, the
AID has decided to set up a ‘Red Team’, or a
cell of 4 to 5 people, tasked with proposing
disruption scenarios. The aim is to guide
innovation efforts by imagining and thinking
about solutions that will either provide or
protect against disruptive capabilities. The
task of the cell is to construct valid strategic
hypotheses that are liable to disrupt current
capability plans.
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“Innovation in France follows
philosophy of procurement and

cooperation”

Interview with Dr Emmanuel Chiva, Director of the French Defence Innovation Agency (AID)

Defence innovation has become a topic in many if not all EU countries.
What makes the French AID special? What are the main characteristics
of the French defence innovation model?

Yes, | agree that ‘Innovation’ is an important strategy for many defence
administrations in the world and for probably most of our EU partners.

In 2018, Florence Parly, the French Minister for the Armed Forces, stated
that our armies are fully up to date and that our defence and security
systems are efficient thanks to their innovative design, based on French
expertise. This rationale led to the creation, on 1 September 2018, of the
French Defence Innovation Agency (AID) with around a hundred people,
aiming at orientating and supporting innovation from low Technology
Readiness Level (TRL) basic research to higher levels with participative
projects of end-users, including the militarisation of ideas and
technologies coming from the civilian world.

The basis of the French defence innovation model is a holistic approach
of innovation: the AID is in charge of orientating the innovation policy
—which is chaired by a Defence Innovation Committee — but also of
detecting, experimenting and adapting the innovation to be able in the
end, both to accelerate and deploy it.

Some call it the ‘French DARPA' in a reference to the US super-agency of
innovation. Is this the ambition?

The DARPA is a historically famous illustration of a defence innovation
approach. But the French AID action differs from the DARPA for at

least two reasons. First, on the financial aspect, the DARPA budget

is about $3.5 billion a year while the AID's budget has been recently
raised to €1 billion for 2022. Second, their roles are not the same

either: the Defence Innovation Agency is in charge of the coverage of
all the domains of innovation in the defence field, while the DARPA is
sharing this responsibility with several innovation structures, some of
which are related to the different services (Army, Navy or Air Force..).
The organisations chosen by France and the USA can therefore not

be considered at the same level as France has made the choice of

one Agency federating Innovation for the whole Ministry, compared to
the DARPA mission which is to prevent a technological or strategical
surprise, and therefore push the effort and the innovation exploration
to the extremes without looking for an immediate return on investment.
DARPA and AID are answers to different expectations and therefore are
not guided by the same criteria for success.

France counts many large, historical defence companies which
suddenly must work with new tech start-ups from outside the military
bubble. How do you make this work?

The French ‘historical’ defence companies have already understood the
need to grab innovation from sources that are external to our traditional
ecosystem. Regarding this aspect of innovation, the governmental
mission carried out by the AID is to broaden this detection and facilitate
its incorporation so that it could benefit both start-ups and the main
defence companies. Since the beginning of the Agency, we have been
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scanning more than 750 promising companies. In the future, some of
them will provide us with technologies or capabilities in order to help
our forces succeed in their missions. These products can be stand-
alone equipment or part of more ambitious projects lead by major
companies. The aim is not to compete but to complete.

At the creation of AID, Minister Parly said it would be “turned towards
Europe”. To what extent do you reach out to European partners for
cooperation?

Innovation in France is following the philosophy of procurement and
cooperation and remains a priority. We, Europeans, know that the most
efficient way to spend our defence budgets means sharing topics from
the very early stage of new technologies in order to be able to share
the R&D costs and equip ourselves in the future in the same way. This
can also be seen as a mandatory condition for interoperability and a
responsibility we endorse for the good use of public money.

The increasing effort of the European Commission to foster
cooperation with the PADR (Preparatory Action on Defence Research),
the EDIDP (European Defence Industrial Development Programme)
and now the European Defence Fund (EDF), has been receiving very
enthusiastic support from France. These are not vain words: every
week of this year, there have been exchanges between experts of the
Agency and our European colleagues in order to define and select EDF
2021 then 2022 topics, more particularly for research. Let's not forget
the increasing number of multilateral projects led by the European
Defence Agency (EDA), based on Member States hard work within

the EDA research domains working groups (CapTechs), and there are
numerous other examples.

Instead of 27 national defence innovation strategies, would it not be
more efficient to just have a joint European one?

Having one unique and shared strategy is an obvious target but

we need to be aware that all the European countries have not been
starting their innovation approaches at the same time and do not
share the same schedule or ambitions.

It is therefore very important to create the favourable conditions for
an innovation dialogue and to be able to produce a unique strategy,
the innovations structures need to form a strong network. European
countries will surely get most benefits and advantages in innovation
if they provide a round table where their specialists can join and
exchange about their priorities, projects and opportunities. Such
discussions will eventually transform into cooperation projects and
in the end into a global and coherent strategy shared between all the
Europeans participants.

Provided by the different members and cultures, the numerous ideas
will probably be heterogeneous at the beginning, so they will have to
be collected and synthesised: the EDA is expected to play a role in this
process while pursuing its mission of supporting the Member States.
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Keeping the
proverold,
embracing -

the new

As in other countries, the military
has long been a central driver,of
technological lnnovatterj in the
Netherlands. Today, as elsewhere
in Europe and the werld, the
private sector with its young and*
vibrant high-tech players has
taken over that role, with obvious
consequences for the country’s
defence R&T and innovation
approach.

© Dutch MoD
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Dutch defence innovation cosmos

Acknowledging the irreversible rise of new
emerging and disruptive technologies
(EDT) that can be applied in defence, but
also knowing that their full operational
integration into existing high end military
platforms (weapon systems, frigates,
planes, etc.) will take years if not decades,
the Dutch have opted for a mixture of both
approaches, old and new.

The idea is to maintain and improve some
of the proven traditional ways and means
to promote military innovation inside the
restricted defence environment; while at
the same time embrace a much more open,
flexible and short-cyclical innovation agenda
relying on defence-relevant tech products
and services available on the commercial
market.

This is also the chosen course of action
that emerges from the MoD's Defence
Strategic Knowledge & Innovation Agenda
(Strategische Kennis- en Innovatieagenda,
or SKIA) for the years 2021-2025, published
in November 2020: the Netherlands will
continue to both invest in classical (long-

Kennis & Innovatie
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term) defence R&T and, simultaneously,
increase their efforts to apply available civil
technology for military purposes, in what is
called ‘short cyclical innovation’.

Innovation centres, linked in a vast network
This trend had started even before the latest
version of SKIA was published, several years
ago when the Dutch MoD started to look for
ways to better use and integrate commercial
tech assets from the outside world into
existing defence capabilities.

A first important step was made with the
creation of numerous innovation centres,
dealing with different specific topics and
placed high up in the MoD hierarchy. They
started to experiment and look for ways
to embrace civil innovations (in parallel
to the traditional defence R&D unit which
continued its work in the classical defence
environment), using both a demand and
opportunity-driven approach.

The demand driven innovation approach,
where solutions are searched from the
outside world for well-known military
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problems or demands, saw the Dutch
MoD actively reaching out to civil partners
(especially start-ups and SMEs) at
technology fairs, business platforms etc.
with the help of the existing Regional
Development Societies, which are provincial
facilitators for start-ups. A special Field
Lab Smart Base was also set up, offering
possibilities to test and improv