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WOLF - Wireless rObust Link for urban Forces operations

The WOLF project, funded under the 2nd call forga®als of Joint Investment Program on Force Priotect
(JIP-FP), was carried out from early 2009 to eafl§1. The project was run by a consortium of 13neas
from 8 countries, that bring together major keydpaan players in the domain of soldier radios, ngting
and software define radio technology.

The project addressed the following prioritiestitsed communication, information processing andation
awareness, and aimed at delivering the conceptitiefi within a proposal of harmonised scheme foew
radio transmission system suitable for tacticalrafens in an urban environment. As such, the aas also
to develop a consensual vision that could drivehmrwork on a future European standard.

The project was organized as follow: First, operal needs were gathered through end-user intesvéga
partner expertise in military communication. Frdnst a proposal for system architecture was mactes
requirements were defined. Finally, techniques fsituation

awareness, networking and radio access were igeg¢st, specified [ User J [ A j evauation

requirements

and evaluated through simulations and demonstisgtigsing relevant

scenarios.
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Modern warfare trends towards architecture
Demographic trends indicate that the further urbation of cities will Fecmiaues.

continue and as a consequence the urban areagstedgo be a major
battlefield in the future military operations. Oggons in an urban environment require intensive ol
ISTAR capabilities, under severe time constraidithan operations bring specific challenges fordblglier
communication system, among these are:

* Modern operations require a variety of servicesaddition to voice: video feed, data for situation
awareness, C2 and identification. Some of thesécsar require high-throughputs when spectrum and
radiated power are limited

* Most of the communication are short-range and éutre of sight, with a need for relaying (ad-hoc
networking).

 Radio must be robust against harsh electromageetiironment (interferences, jamming, multipath

propagation)
* GNSS (such as GPS, Galileo) used for positionirdyreatwork synchronisation is likely to be jammed,
and is often unavailable (indoors operations). Higher achelon  Altack Helicopter
. UAV
More generally, a reliable, secure and robL },:w
communication solution must be provided down to tl I —
lowest echelon in order to increase the soldi  vg
survivability and mission success. ,.@v oyt

The first action for the project was to clarify th"= e
operational requirements, developing a scena,-&-

including three tactical vignettes and interviewsngd- | 5 ==
users from all participating countries.

\Land platform

The WOLF scenario is about an armed fraction (I0Q@50) causing tensions in a middle sized cityhwit
possible terrorist mode of action. An InternatioRalce is commissioned to disarm the armed fraciuh
provide humanitarian aid to the inhabitants. Thee %if the International Force is an Infantry batalof



three companies and support units including a meigsance platoon, a logistics company, a UAV caypa
and a medical company, in total 1000 troops.

From the scenario, three tactical vignettes wexeldped
to visualize the operational requiremeritse first vignette
attack and clear a building is the one that most influenceg.
the operational requirements. This vignette shows §
operation having many troops in a limited area, a
illustrates the need for a single network on companel.

Capabilities were confirmed, refined or even exedc
from the scenario Mission Threads. Operational irhod
each capability requirement on mission progressian
been analyzed, and ranked (low, medium or high).

& : N S
Following the NATO Architecture Framework (NAF), exational and capability views were built: activity
node tree, NOV-2 (NATO Operational View) for contieity description, NOV-5 for activity model, NOV-
3 for information exchange. Based on the Operatidfiaw OV-3,
saakbs] | information exchanged between nodes has been adalyz terms of
Company Commander 26967 throughput and delay constraints. It appears thadtof the transmitted
Platoon Commander 2998, traffic is provided by nodes with devices for cotiag images and video
S Sommance ™° | with high resolution, such as land platforms, wmaded sensors, UGV
Afiack Helicopters (imited s509¢) — and UAV. The collected files are mostly sent toaatjapommanders and to
Y P 556 platoon commanders to be analyzed. Correspondisglyad commander
is a node with a high transmitting activity.

Node

System architecture

The WOLF system definition, carried out in tH& @mester of the project, aimed at

« Defining the WOLF system, as a set of interconrteatedes forming a communication network; a set
of example applications were described in ordenqalore the services that the WOLF system provides,
from tactical image exchange to situation awareness

» Considering this system paradigm, deriving theesystequirements from the operational requirements
defined earlier

e Proposing a system architecture for the commumicatsystem, derived from the CALM
(Communications access for land mobiles) and 8®.bhiodels. Two paradigms are especially
investigated. First, emphasis is put on the Qualftyservice, which should be monitored at several
system levels using cross-layering mechanisms. rskecgecurity aspects are analysed based on a
detailed threat analysis. A high level overview safcurity measures is provided, categorizing the
mechanisms roughly in a few high level groups.fdchanisms are shown in an overview in order to
clarify the mechanisms per layer.

» Allocating the technical requirements to the syssm-modules in order to drive the specifications
performed in the technical Work Packages dedic&tethe networking module, radio module and
situation awareness module.

Waveform specifications

The obtained technical requirements followed bylyais of existing protocols and techniques and hove
solutions to fill the technical gaps yield to thegesification of the waveform, from the Networkirayér
down to the Medium Access Control and the Physdigadrs.



Networking
The main challenge of the networking definition wlaes choice of topology and routing mechanisms tethp
to urban communication for end-to-end connectivity.

A state of the art analysis was carried out byn@glnto account the operational and system req@ingsnand
assessing these requirements using a TRL-like (lieah ST
Readiness Level) evaluation method. This led toseiection of
the OLSR protocol as the root protocol for the #jmtion of
the WOLF communication system NET layer.

Scalable up to 128 nodes

Then, the second phase of the study defined spéedtures and A“'he“'-'Authw
enhancements to the actual OLSR protocol to copé thie == TTA
specific WOLF requirements such as survivabiliadio silence,  cesnependent

7
multicasting and QoS handling. Py6 capable
The design of mechanisms to provide QoS supportiétivery et merge R netlon

of real-time audio, video and data in WOLF systgmesents several technical issues. The QoS frarkewor
should be flexible enough to support several afiwith limited resources in a highly dynamic eoament.
The study focused on specifying the QoS model, QoS resource reservation signalling and the QoS
routing metrics to support QoS in WOLF communicatystems.

Finally, a design for WOLF OLSR-V2 was proposed awvaluated. An overview of the key aspects of
OLSRv2 was given with a specific focus on the protcaspects that are extended in the WOLF routing
protocol. Differences between WOLF-OLSRv2 and OL3Rw order to meet the WOLF system
requirements are:

» gathering of the 1-hop and 2-hop neighbourhoc~~

WOLF OLSR-V2 capability coverage

information
» information bases required to calculate routes _ Sealable w1t 128 rodes
. . . . Imelines: nicas:
* information contained in control messages Reliabilty,

» procedure to achieve flooding optimization.

Energy optimization capable Differentiation

GPS indipendent Prioritization/dropping

Networking demonstrations were performed at the @nthe
specifications, on October 2010 in Sagem DS, Eragrance.
This demonstration showed the deployment of a soofad RT netjoin
soldiers around a building with an operational otije of

doing observation. Ad hoc services were implemerteer existing platforms to demonstrate mobility
management, routing performance and interopenatilitween different Radio Systems (Joint Combined
Forces).

IPv6 capable Delay constraint

Radio silence
T netinit

MAC layer

The MAC layer objectives is to manage transmissioth reception resources in order to reduce intamtars
and ensure waveform interoperability, but also tovige the networking layer with a topology and the

physical layer with parameters (coding, modulatiacgording to
link quality and data traffic requirements. Frone tfequirements,
— MAC layer is responsible for the interoperabilitythwRadio-Based

o Combat Identification (RBCI) waveform, and intercgality

rvices T between dlf_ferfent physical _modes (low data ratgh ldata rate) that
could co-exist in the operation zone.

For physical layer interoperability, a MAC framerusture and scheduling modes (centralized and
distributed) are proposed and evaluated throughulations, based on thattack and clear a building

vignette. As a conclusion, mixed solution shall 7

established, exploiting distributed mode strengthhigh o Teva I’;;;fg“e'
mobility cases and jumping to centralized mode rfwre -
stable situation.

Inter Beacon period



Physical layer

The main concern that drove the physical layeristud/as the definition of physical access that sab
robust communication (propagation, robustness monjemg and interception) in urban terrain but also
supports the requested services, from critical bitarate services such as emergency call up taatdei
high bandwidth services such as video transmission.

The first part of the physical layer studies wegeguency analysis. Two frequency bands are idedtfior

the future communication system: UHF [225-400] Mide its good propagation properties, [1.3-1.7] GHz
for short-range/ high data rate modes, and [2.p-G13z as a back-up possibility. A propagation stury
urban area was carried out, based on existing @eallynodels and data from radio sounding campaigns
These models are later used in the simulationseophysical layer waveforms.

Then, specification of the physical layer was eafrut. The technical requirements highlight thednier 3
different Low Data Rate (LDR) modes and 1 High DRéde (HDR) mode under the same MAC layer.

For the Low Data Rate waveform, specifications for the AJ (anti-

jamming) mode and the LPI/LPD mode (Low probabiliof

waem INtErception/ Detection) are proposed, with a gsta rate ranging
‘ from 30 ksymbols/s up to 250 ksymbols/s. Differ&RC (Forward

i ~ Error Correction) schemes help reaching differémbughputs and
robustness. The simulations results show the eggectverage in

Favourable e
anvironameani CORE SERVICES | | HDR SERVICES

Jammed
environment

Clandestine
operations

various propagation environments and sensitivityatomers for the
different modes.

LDR |
\ Waveform J

The High Data Rate waveform is intended to support high
bandwidth services for today (UAV, UGV, sensorgnimission of maps) and for the future (combat
camera). It is scalable in bandwidth (1.25 MHz &ridHz channel spacing), in dedicated channelsenltB

— 1.7 GHz band with fixed frequency (FF) or frequehopping (FH) capabilities, or in the military BH
band (225 — 400 MHz) with FF only capabilities.

From this, the most promising candidate technigaes identified, specified and simulated. Range
requirements from the CONOPS (700m outdoors) alfilldd with all the waveforms. The two most
promising candidate techniques are:

* Multi-carrier signals (OFDM) due to their good mpé#th channel properties, simplicity (easy
equalization using the cyclic prefix) appears gganising technique in future implementations. This
scheme proposes highest throughputs (typical sMhiBs/sec), but sets higher constraints to theoradi
device and has a lower power efficiency, leadind@0 m of expected indoor range. A technological
analysis regarding radio constraints would be renended to determine if the current limitations have
been solved in order to take advantage of the ptelbenefits that could be reached using OFDM.

e Continuous Phase modulations (CPM), with time donfaedback equalization that exhibits higher
power efficiency and lower radio chain complexityoffers higher ranges (182m indoors), at the cost
of a lower spectral efficiency compared to OFDMgReling the range-oriented requirements, CPM
appears today as the best recommendation.

Physical layer demonstration was performed in Gat@®10 in Thales Communication, Colombes, France.
It was successfully demonstrated that specifiedefeawms are capable for video streaming in real ando
environments since the used link was from tHefléor down to the ground level of a modern coreret
building. Improvements offered by multiple antemeeeiver techniques were also demonstrated.

Keeping in mind that the proposed waveform andt&nia are intended to be implemented on future
platforms, a study of SDR implementation feasipilias been performed. This work shows the ability o
existing SDR platforms to support the specified &faun. Based on complexity analysis of the waveform
components, recommendations for future platforragaovided.



Situation awareness

The situation awareness studies address spedifimital areas that contribute to the awarenesgaser
sensors fusion, soldier positioning and identifarat In addition, models and mechanisms for busltgring,
and present the Common Relevant Operational Pi¢@R®P) in real time have been investigated

The first issue was about finding a way to effitigmake the data fusion, considering constrainetivark,
in an environment were the number of disseminagesd@'s is constantly
growing up. Based on the use cases derived from\®F scenario,
sensor traffic analysis is performed and leadsh® tonclusion that
intelligent sensor collaboration and managementldcie the key to ;
efficiently build, improve and disseminate situat@wareness information &
in bandwidth-limited tactical networks. Means tohi@we accurate and
reliable soldier positioning was the second majbjective. The main
technical challenge is to obtain a high level afuaacy and reliability in
tough environments without using preinstalled supmEystems, with
seamless outdoor-to-indoor functionality. Cooperatpositioning based
on foot-mounted inertial sensors and UWB RF rangsngentified as the
best-promising approach, as confirmed with expanisyperformed during
the project. A concept including sensors, algorghamd sensor fusion is proposed. The corresponding
sensors fusion, based on Kalman filtering of déférinformation sources is proposed.
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The third study area focused on the feasibilityneégration of the Radio Based Combat Identificaiio the
WOLF waveform, considering that identification deev can dramatically increase survivability by
decreasing the probability of fratricide fire. Reégments, as confirmed by simulations, are defiaad
shared with the MAC layer design.

Finally, a situation awareness architecture is gsed, based on Service Oriented Architecture (SOA)
principles, which improves the dissemination of taetical information. Data models which provide
interoperability at different levels (tactical updtrategic with C2 systems) are proposed, takit@gaccount
both the information needs at different echelomg] #he limits of the bandwidth and (computational,
memory, battery life) of soldier equipment. The getion of the Shared Real Time Situation Awareness
Picture in the tactical environment benefits frdma fusion of primary importance consists in the@ation

of the tactical Common Relevant Operational Pic{tif®p Down”) with the real time sensor information
generated by the sensors at the soldier. (“Bott@{).UDptimizations of data dissemination, takingefit
from the use of temporal and spatial meta-inforamtiapart from COl's, were proposed. Situation
awareness studies ended with a demonstration, ihefddnperLab, in Getafe, Spain, in September 2010,
where some of the studied concepts were implemesteldused in a relevant urban scenario. It was thus
shown that it is feasible to implement such profmsareal equipment and within an urban environinen

Conclusion

One major goal of the WOLF project was to proposéd avaluate solutions, which allow addressing the
technical challenges for tactical communicationariman operations.

Based on a detailed operational requirement arsabssil a proposal for system decomposition, higkllev
specifications have been proposed for the netwgrkime radio access layers and the situation awasen
service. The most promising techniques have beemiféed and sometimes combined solutions have been
proposed in order to address the challenges brdoygtite urban environment. Those recommendatiome we
confirmed or refined through simulations and demmati®ns, using relevant scenarios and technical
parameters (traffic, mobility, models for propagatchannel).

Of course, not all of the required aspects couldddressed in the framework of this study; at tstesn
level, security was revealed as a critical isswa ttould not be handled separately from the wawefor
specifications, and that can impact the systemopmdnces at many levels. Also at the technicalissud
level, complementary investigations will be reqdir@ order to reach the proper level of maturity
future standardization proposal.



